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1.Introduction
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1.Introduction

1.1 System name

Mobile Device Management

1.2 Purpose

« This operation manual mainly introduces the operation method of the device
management system, and guides users how to use this system.

« Read suggestions: Enterprise users need to read all the content, and use this document
as a reference manual for understanding and using this system.

« If the screenshots of this operation manual differ from the actual system interface, please
refer to the system display interface while using it.

1.3 Terms and abbreviations

MDM: Mobile Device Management
End-group: The last level subgroup



2.Function description
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2.1 Quick Guide

1.Enter back-end URL:_https://mdm-platform.easycontrol.io/mdm-web/Login

2.Enter the correct enterprise account, password and verification code to log in to the
back-end (the enterprise account is provided by the super administrator)



https://mdm-platform.easycontrol.io/mdm-web/Login%0d%0a

2.1 Quick Guide

3.Under “Device List” , click AddDeices  to import single or multiple devices.

e EasyContrOI Jev : i @& Cloud Service English v 8 Ssee”_%aojia
E’Zl Dashboard
Maojia All Device ID/Import By Unregistered 2024-08-07 ~ 2024-08-07
Q‘ Android Enrollment Actions 3
° PIN Code

Add Single Device

£} Device List interprise Device ID Identity by Status Group Import Time Update Time Import By
R e 5 Add Multiple Devices

B Device Groups

@ Applications N

3 File Management -

@ Policy

Q Alerts - i@o .
O] System -

No Data
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2.2 Function Structure

Device management system is mainly divided into nine modules:

"Dashboard ", "Android Enrollment " , "Device List" ,
"Device Groups" , "Applications" , "File Management' ,
“"Policy’ , "Alerts” , and "System" .
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3. Back-end Function Description

TouchView



3.1 Dashboard

Note: Data statistics are displayed under the “Dashboard’
module, such as Registered devices, Online Devices, Offline

Devices, Device Groups, Last Connection Time and Device
Activity Statistics.

QuC iew
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3.1 Dashboard
3.1.1 User Management

Click on “User Management” in the account name at the top right corner of the
console to enter. This section displays the account user name, email, and other
account information, as well as the number of device permissions for the account.

User Management X
0

® User Name use_maojia
@ Phone 23424
X< Email 3123123@efvom
(O Create Time 2024-07-31 02:11:15 GMT + 0
@ Security Settings
& Time Zone GMT + 0

Gg Date Format YYYY-MM-DD HH:mm:ss

¢+ Licenses 8/25

Interactive

QuC iew



3.2 Android Enrollment
3.2.1 PIN Code registration

« For devices that have been shipped, connection with the backend can be
achieved through PIN code registration.

« In the Android registration menu, select “PIN Code” to complete the device
registration operation step by step according to the page guidance.

PIN Code

Prepare Device
Step 1: Turn on a new device or factory-reset device.

Connect Network
Step 2: Connect your device to a valid network.

Select Target Device Group
Step 3: Select the target device group that you plan to import for the device and generate the corresponding PIN code.

Activate device
Step 4: Open the EasyControl App on the device, enter the correct PIN code on the corresponding page, and the device will be activated.
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3.2 Android Enrollment
3.2.1 PIN Code registration

Operation Process:

(1)Prepare the device, turn on the new device or restore the device to factory settings.

PIN Code

St
ep 8

@ Prepare Device Erase all data(factory reset)

This will erase all data from your phone's
internal storage, including:

* Your Google Account

* System and app data and settings
1 « Download apps

@ Connect Network SAMusic

T * Photos

* Other user data .
Turn on a new or factory-reset device

® Select larget Device Group

@ Activate device
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3.2 Android Enrollment
3.2.1 PIN Code registration

(2)Connect the device to a Wi-Fi network.

PIN Code

Step

@ Prepare Device e

@ Connect Network

Connect your device to an active network such as Wi-Fi

) ) ) 9) ) 9)

@ Activate device
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Interactive




3.2 Android Enrollment
3.2.1 PIN Code registration

(3)For adding new devices, select the corresponding target device group. (Note: Only
parent groups without subgroups can be selected.)

PIN Code

Step Select Target Group

@ Prepare Device © test

@ Connect Network

@ Select Target Device Group

Select the target device group for the devices planned to be imported and the corresponding PIN code will be generated

Cancel Back

QuC iew

Interactive




3.2 Android Enroliment
3.2.1 PIN Code registration

(4)Display the PIN code. Once the device enters the PIN code in the PIN CODE option of the
EasyControl app, it will automatically register under the corresponding group.

PIN Code

Step Activate device

@ Prepare Device

PIN Code(Licenses:2/2)
Enter your PIN
4115141 2]|1 1

@ Connect Network DDDDDD
1 2 3
© Select Target Device Group a4 5 6
7 8 9

@ 0 ()

Activate device

chView
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3.3 Device List

1.Add device: In Add Devices , you can add single or multiple device.

Note: Users must first import the device ID, then turn on a new device or factory-reset
device in order to complete device registration and activation.

e ot - - Hello,
e EasyControl = LIS & Cloud Service English v 8 use macjia
Dashboard
Maojia mpor Unregistered 2024-08-06 ~ 2024-08-06
£} Android Enrollment Actions ~
© PIN Code

Add Single Device

interprise Device ID Identity by Status Group Import Time Update Time Import By
Add Multiple Devices

Maojia AHTB2308058391AAO... SN Unregistered Default Group 2024-08-06 07:39:42 ... 2024-08-06 07:39:42 ... use_maojia

Interactive

e
Total 1 10/page - Goto 1 @uc Iew



3.3 Device List

(1)Add Single Device: Select the
device group and enter the device
ID.

Add Single Device

* Group

Default Group

Identity by

SN

* Device ID

@DUC
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Interactive



3.3 Device List

Add Multiple Devices X

* Group

Default Group

(2) Add Multiple Devices: Select the
device group, download the template
file, add device information and then SN
upload the device list.

Identity by

Device Import

Download Template

&> Upload File

*xls and *.xIsx file can be uploaded

chView

_J Interactive




3.3 Device List

2.Delete Devices: Select the device and click “Delete Devices” .

. : Hello,
@& Cloud Service English v 8 use maojia

& EasyControl

B Dashboard
r Registered 2024-07-08 ~ 2024-08-07

Maojia

£}  Android Enrollment ~ ~ Add Devices 2
° PIN Code
]E[ Delete Devices
R Device ID Identity by Status

Maojia AHTB240207343B9A0... SN Registered =(2) # 2024-08-01 03:27:47 ... 2024-08-02 09:13:43 ... use_maojia

Group Import Time Update Time Import By

@ Device Groups

A 2

3.Export device: The device list can be exported according to the criteria.

Hello,

& Cloud Service English v 0 use maojia

& EasyControl o List
B Dashboard
Maojia Y Registered 2024-07-08 ~ 2024-08-07
£} Android Enrollment  ~ Add Devices 2
© PIN Code
/] Enterprise Device ID Identity by Status Group Import Time Update Time Import By
@ Device Groups Maojia AHTB240207343B9A0... SN Registered =) % 2024-08-01 03:27:47 ... 2024-08-02 09:13:43 ... use_maojia
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3.4 Device Groups
3.4.1 Device Groups

1. Create device group:

Add New Group: Click + , enter the name of the device group and select the device ID
type. And enter the number of device licenses allocated to this group.
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3.4 Device Groups
3.4.1 Device Groups

2. Device group operation & remote command (device group): Select a device group and
click E button to display related operations and instructions for the device group, including:

Rename, Delete, Reboot, Send message, etc.

& EasyControl o cloud senvice Engiish~ (@ el

B Dashboard =
Maojia v + Android Actions as
£} Android Enrollment
B Group Q. Change Group [©) Data Sync
C3 Device List + B-1 = Device ID Platform Device Name Status Gr O Reboot #2 Unbind Devices
-~ B-2 A Lock @) Set Sound
] AHTB240207343B9A003... Android Gen5 Onl M
. B3 A Unlock <7 Send Message
B4 {&% Set Brightness
~ A Group
3 File Management v A1
R Grou|
Policy P
W Group
0 Aerts - - W-1
W-2
© System
M Group
4 Rename
Tl Delete
O Reboot ——> Remote Control
<7 Send Message
A Lock
B Unlock
fQ Change Group
@ PIN Code
Total 1 10/page - Goto 1
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Interactive




3.4 Device Groups
3.4.2 Devices

1.Device List: display device information (Device ID, Device status, Device Group, Enrollment
time, etc).

2.Search: Click button to query the device information according to the enroliment
time or the last connection time.

3.Device operation & remote command (Device): After checking the device, Actions

button to display Unbind Devices, Data Sync, Reboot, Lock, Unlock , Send Message , Set

Brightness, Set Sound and Change Group.

e EasyControl

. . Hello,
& Cloud Service English v 8 use_maojia

Dashboard .
Maojia v + Android Actions av

'@' Android Enrollment

B Group

Q. Change Group Data Sync
&3 Device List B-1 Device ID Platform Device Name Status Gr O Reboot #2 Unbind Devices

B-2 8 Lock ) Set Sound
B Device G AHTB240207343BSA003... Android Gen5 Online Y
s S el B-3 & Unlock <7 Send Message

B-4 {® Set Brightness

@ Applications

A Groun

Interactive

QuC iew




Remote command:

(1) Unbind Device: Select devices and click Unbind Device, the system and the device are
unbound, and the device will immediately perform factory reset after receiving the
instruction.

(2) Data Sync: Select devices and click Data Sync. The device will immediately perform the
data synchronization after receiving the instruction.

(3) Reboot: Select devices and click Reboot, the device will immediately perform the
shutdown after receiving the instruction.

(4) Lock: Select devices and click Lock, the device will immediately perform the lock
screen after receiving the instruction.

(5) Unlock: Select devices and click Unlock, the device will immediately perform the
unlock after receiving the instruction.



(6) Send Message: Select devices and click Send Message to popup a message box, then
select the message type (text or marquee), and enter the message title and content
according to different types, and then click to execute the delivery, the device will
display the message immediately after receiving the instruction.

Send Message x Send Message X

type
type

O text Marquee
text @ Marquee

* Title
* Marquee

* Content

* Cycles

Save Cancel



3.4 Device Groups
3.4.2 Devices

(7) Set Brightness: Select devices Set Brightness X
and click Set Brightness, then
set the screen brightness value set the brightness of this device

and click confirm, the device will
immediately execute the set
screen brightness operation after

receiving the instruction. Cancel

85%

Interactive

QuC iew




3.4 Device Groups
3.4.2 Devices

(8) Set Sound: Select devices and click Set Sound, then set the sound value and
click confirm, the device will immediately execute the set sound operation after
receiving the instruction.

Set Sound X

Set the sound volume of this device.

0 100

QuC iew

Interactive



3.4 Device Groups
3.4.2 Devices

(9) Change Group: Select the device and click
Change Group, for the purpose of switching
to other device group.

Change Group

* Group

* Identity by

e

Interactive



3.4 Device Groups
3.4.2 Devices

4.Export Device: Select the end-group, enter the criteria to filter, and click “Export
Device" to export the corresponding device list.

Hello,

e EasycontrOI evice & Cloud Service English v Guseimaojia

Ej‘:’l Dashboard .
Maojia v + Android De [ Actions a

ﬂ' Android Enrollment

Export Devices

+ B Group

L3 Device List + B-1 Device ID Platform Device Name Status Group 1| Registration Time Acdons

v B-2
- . ) AHTB240207343B9A003... Android Gen5 Online M Group 2024-08-01 03:27:36 G... =
= Device Groups . B3

QuC iew
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3.4 Device Groups
3.4.2 Devices

5.Device Details: On the “Device List” page, click the device ID to open the “Device
Information” page which display the basic information of the device, including: basic
information, device performance, applications, screenshots, etc.

f_ . . Hello,
e EasycontrOl © GOl & Cloud Service English v 8 use maojia
Dashboard .
Maojia v + Android Actions ap
'@' Android Enrollment
B Group
B-1 Device ID Platform Device Name Status Group 1| Registration Time Actions

5} Device List

B-2
) e . ~—w  AHTB240207343B9A003... Android Gen5 Online M Group 2024-08-01 03:27:36 G... =

QuC iew
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3.4 Device Groups
3.4.2 Devices

(1) Basic information: Device Information and Hardware Information.

Device Information

Basic Information Device Performance Application List

Device Information (O

(D Registration Date ¢ Activation Time(First)
2024-08-01 03:27:36 GMT + 0 2024-08-02 01:22:27 GMT + 0

¢y, Activation Time(Latest) [a]l System Language
2024-08-07 09:15:46 GMT + 0 en

£ Group
M Group

Software Information O

= Platform & Android Version
Android 13

0S Version (@ Kernel Version
TVULTRA98_G5-... 5.10.189-android13-4-00006-

g716f23cafdcb-ab10974681

&1 Android API Level T@UChVieW

Interactive

& MDM Version




3.4 Device Groups
3.4.2 Devices

Device Information

Basic Information Device Performance Application List

Device Performance )

Lo Device Name @ Last Connection Time
Gen5 2024-08-08 01:15:59 GMT + 0
(2) Device Performance:
. () Uptime (Z8 KIOSK APP Uptime
Device Performance and -
mins 29s N/A
Configuration.
mm RAM(Used/Total) 8 ROM(Used/Total)
2.31GB/8.00GB 4.78GB/116.39GB
i} Brightness iy Processor
40% rk30board
City/Country @ Exit KIOSK Password

WIFI Information (O

& WiFi Mac Address [=m] WIFI SSID




3.4 Device Groups
3.4.2 Devices

Basic Information

Application List

All

Device Information

Device Performance Application List

0

APP Name

Camera

Chrome

Settings

Google Play ...

Drive

Total 36

App Type

System

System

System

System

System

10/page

Package
Version Code Install Time
Name
2.0.002 com.android....  2009-01-01 ...

120.0.6099.1...  com.android.... 2009-01-01 ...
13 com.android....  2009-01-01 ...
38.8.31-29 [0... com.android.... 2009-01-01 ...

2.23.527.0.all... com.google...  2009-01-01 ...

-2 3 4 > Goto 1

14 4

(3) Application List: Display the
third-party applications installed
in the device.
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3.5 Applications
3.5.1 APP Store

1. Search: Select an application platform, enter the APP name, click , and view application
information.

2. Add APP: Click the  Add APP button and upload the APP file to the system.

Add Android App X

APK Upload

& Upload APP

* Supported file format: .apk

Confirm Cancel

Steps:
(1) "App” can upload an APP locally. (Required)
(2) Click to complete the operation and return to the page of “Applications” , the APP will be
added to the table.

Click cancel  to cancel the operation and return to the page of “Applications” . The APP will not be
added to the table.



3.5.1 APP Store

3. Push APP: Click the  Push APP button and select the device group on the push page

to push the selected application to the corresponding device group.

Push APP X

* Target Device Groups

R Group -
M Group

QuC iew

Interactive



3.5.1 APP Store

Steps:

(1) Select one or more applications in the application list and click Push APP
(2) Enter the “Push APP" page.

(3) Check one or more device groups according to requirements.

(4) Click to complete the push and return to the page of "“Applications” , the APP
will be pushed to the devices in the corresponding device group.

Click Cancel to cancel the action.

QuC iew

Interactive



3.5.1 APP Store

4. Application list operation:
(1) Edit: Click “Action” --> * @ " to edit or update the app.
(2) Delete: Click “Action” --> " @ " to delete the application.

(3) Download: Click “Action” --> “<2 " to download the application file to the local.

e EasycontrOI Store & Cloud Service English v e Hello,

use_maojia

Dashboard
Harmony A Nan Add APP Push APP o ]

=
ﬁ‘ Android Enrollment
=

Package
- | APP Name Platform App Type Version Name APP Icon Size Create User Create Time Update User Update Time Actions
Name

Device List

= Device Groups
FastCast Android Android Ente... 2.50.231018 com.creative.... 16.64M use_maojia 2024-08-08 ... @ @ &
@ Applications -
O File Management UC Browser Android Android Ente..  16.5.3.1304 @ com.UCMobile 104.33M use maojia  2024-08-06 ... g w <
@ Policy
Quick Dischar... Android Android Ente... 14 jp.smartmob... 0.45M PuBXEE 2024-08-06 ... .Q,
Q Alerts

Interactive

QuC iew




3.5.2 APP Groups

Select a device group on the left side of the page, and display information of the
application list, and users can perform actions such as install, uninstall, clear cache,
remove app and so on.

e Easycontr0| E° & Cloud Service English v e Efe{?ﬁaojia

E"J Dashboard

ﬁ' Android Enrollment

Silent Install

~ B Group App Name Platform Version Name Package Name

50 Device List + B-1 B silent Uninstall
v B-2
B Device Groups s FastCast Android 2.50.231018 com.creative.fastscreen.phone £ Clean Cache
B-4 @ Remove
@ Applications - ~ A Group
A-1
°  APP Store R Group

Interactive

QuC iew




3.5.2 APP Groups

1.Actions:

(1) Silent Install: select the device group and check the application, click “Silent Install’ |
the device will immediately perform silent installation of the application after receiving the
instruction.

(2) Silent Uninstall: select the device group and check the application, click “Silent
Uninstall’ , the device will immediately perform the silent uninstall operation after
receiving the instruction.

(3) Clear Cache: Select the device group and check the application, click “Clear Cache” |,
the device will immediately execute the clear application cache operation after receiving the
instruction.

(4) Remove: Select the device group and check the application, click “Remove” , the device
will immediately execute the removal application operation after receiving the instruction,
and remove the application in the client “APP Store” of the device group.



3.5.2 APP Groups

2.Application Policy

(5 EasyControl

Dashboard
.. Android Actions
Maojia v
@‘ Android Enrollment
B Group . .
&3 Device List o App Name Platform Version Name Package Name Policy
B-2
. FastCast Android 2.50.231018 com.creative.fastscreen.phone @
& Device Groups B-3
B-4
@ Applications A Group
A-1
° APP Store R Group

Basic Policy:
(1)Forbid to use: Set as @ , the device will disable the application after receiving the policy.

(2)Block Notifications: Set as @ , the device will block notifications from the application
after receiving the policy.



3.5.2 APP Groups

(3)Initial Update: Set as @ , the device will perform an initial update detection when it is
powered on after receiving the policy.

(4)Update: Set as @ , the device will update in time when detecting new version of the
application after receiving the policy.

(5)Update notification: Set as @, the device will notify the user when detecting new version
of the application after receiving the policy.

Application Policy X

Basic Policy Timefence Permission Manager

Forbid to use

Initial Update

Update

8 8

Update Notification




3.5.2 APP Groups

Time-fence:
After the time fence is set, the device will control the device to be available only within the
specified time fence after receiving the policy.

New Timefence X
* Start Time 00:00
* End Time 23:59

* Date Monday Tuesday Wednesday Thursday

Friday Saturday Sunday




3.5.2 APP Groups

Permission Manager:

Disable Camera: Set as “Auto Deny” , the device will prohibit the application from calling
the camera after receiving the policy.

Application Policy X
Basic Policy Timefence Permission Manager
Default Permission Policy Prompt User
(¢)Camera Prompt User
R Phone Prompt User
Auto Grant
[S)storage Auto Deny




3.6 File Management
3.6.1 Source File

1. File List:

In addition to displaying source file information (enterprise, file name, size, file format, create user, create
time, update time, actions), you can also perform operations such as push file, modify file, download file or
deleting file.

e Easycontr0| & Cloud Service English v 8 Ef;l_?’lnaojia

El Dashboard
3 Add File

ﬁ' Android Enrollment

3 Device List File Name Size File Format Create User Create Time Update Time Actions
anr_2024-08-06-05-29-24-546 1.08MB ANR _2024-08-06-05-29-24-5... use_maojia 2024-08-05 06:27:53 GMT + 0 =
B Device Groups - - -
1.docx 11.83KB DOCX use_maojia 2024-08-05 06:21:30 GMT + 0 2024-08-05 06:23:58 GMT + 0 £= Push File
@ Applications !
2 Update File
O3 File Management
(Y) Download
B

°  File Sync

° Content Library

Interactive

QuC iew




3.6 File Management

3.6.1 Source File

2. Search: select the enterprise name, or enter the file name in the text box, clickfTE

query related information about the file.

3.Add: Click LS the button and click to upload the file to the
system, and finally cIickto complete the creation.

Add File

* Files

¢ Upload the file

= Al questionaire creation.d...

38%

X

to



3.6 File Management
3.6.1 Source File

4.Push File: Click the “Push File” button in the actions = .
Input the folder name where the file will be saved, and select the device group as the
target.

Push File X

* Folder Name

Manual

* The files will be synced to this folder in
the root directory of the device's internal
storage.

R Group
M Group




3.6 File Management
3.6.1 Source File

5.0ther operation:

o e e

(1) Update File: Click "Action” --> "2222" to update the file.

[moY sy sy Ay

(2) Delete: Click “Action” --> “ |l “ to delete the file.

MyMd
MEYE,,

(3) Download: Click "Action” --> "wsa” to download the file to the local.

MMMH




3.6 File Management
3.6.2 File Sync

1. Rule List: In addition to displaying source file information (enterprise, rule name, sync type,
linked devices, status, create by, create time, update time, actions), you can also perform

operations such as modify rule, delete rule, and modify rule status.

e EasycontrOI & Cloud Service English v e Eseel?]_?ﬁaojia

Dashboard
c Add Rule

£} Android Enroliment

&3 Device List Rule Name Sync Type Linked Devices Status Create User Create Time Update Time Actions
2 Upload file(s) from Dev... R Group Enable FEbsEER 2024-08-05 07:03:14 G... =
B Device Groups
mashangxaizai Download file(s) from ... R Group Enable use_maojia 2024-08-05 06:29:01 G... =
@ Applications
ScreenShare Upload file(s) from Dev... R Group Enable use_maojia 2024-08-05 06:27:11 G... =

3 File Management

©  Source Files

©  File Sync

© Content Library

Interactive

QuC iew




3.6 File Management
3.6.2 File Sync

2. Search: select the enterprise name, or input the rule name in the text box, click BESSE to

query related information about the rule.

3. Add: Click the

to complete the creation.

Steps:

button to add file sync rule within four steps, and finallEE

(1) Set the rule name and sync type: input the rule name and select the sync type (Upload

Add Rule

Step

@ Sync Type

Select Type

* Rule Name

*Sync Type

@ Upload file(s) from Devices to Server

Download file(s) from Server to Devices

file(s) from Devices to Server, Download file(s) from Server to Devices).




3.6 File Management
3.6.2 File Sync

(2)File Path: corresponding file path can be set for each types of rule. To set the folder where

the files synchronized by the server will be stored on the device, and select the files which will

be synchronized from the server to device end.

Add Rule X
Step File Path
@ Sync Type * Folder Name
@ File Path *The files in this folder in the root directory of the internal

storage of the device will be synchronized to the server.

Cancel Back Next




3.6 File Management
3.6.2 File Sync

(3) Target device group: select the file sync rule to apply on the corresponding target device

group.

Add Rule X
Step Target Devices
@ Sync Type Select the device group(s) that the device should targe
t.
R Group
M Group
@ File Path

@ Target Devices

Interactive

Cancel Back Next @uc iew




3.6 File Management
3.6.2 File Sync

(4) Sync Schedule: Set the file sync schedule, such as: Use Device Update Schedule, Use

Specified File Sync Schedule.

Add Rule %
Step Schedule
@ Sync Type Sync Schedule

Use Device Update Schedule

© Use Specified File Sync Schedule

@ File Path
Once
©@ Weekly
@ Target Devices
Tuesday 20:50
Periodically

@ Schedule

Cancel Back

QuC iew

Interactive



3.6 File Management
3.6.2 File Sync

(5) Click the RIS button to finish adding the rule and return to the main page of “File

Sync” , there will be new data added in the data table.

Click the cancel button to cancel the rule and return to the main page of “File Sync” .



3.6 File Management
3.6.3 Content Inventory

1. File List: In addition to displaying file information (enterprise, file name, file format,size,

folder, upload by, update time, actions), you can also perform operations such as downloading

or deleting file information.

e EﬂSYCOﬂtf'Ol 3 & Cloud Service English v 8 U:;I_Cr){waojia

Dashboard

@' Android Enrollment
o Used/Total: 1.13MB/500GB

Device List
File Name File Format Size Folder Upload By(Device ID) Upload Time Actions
= Device Groups
anr_2024-08-06-05-29-2... ANR_2024-08-06-05-29-... 1.08MB /storage/emulated/0/file AHTB240207343B9A00354 2024-08-05 06:59:48 GM... =
@ Applications
1.docx DOCX 11.83KB /storage/emulated/0/file AHTB240207343B9A00354 2024-08-05 06:59:47 GM... =
053 File Management
ScreenShare.txt TXT 42 45KB /storage/emulated/0/Scr... AHTB240207343B9A00354 2024-08-05 06:30:00 GM... =

©  Source Files

©  File Sync

° Content Library

Interactive

QuC iew




3.6 File Management
3.6.3 Content Inventory

2. Delete: Click “Action” = --> '@' to delete the file.

. u . n g— u GGl " .
3. Download: Click “Action” = --> " 2" to download the file to the local.

MMM




3.7 Policy

1.This page can display and modify the basic information of the current policy.

Policy List: In addition to displaying policy information (enterprise, policy name, version,

update time, actions), you can also modify or delete policy information.

e EasyControI & Cloud Service English v 8 E:;I_?ﬁaojia

Dashboard )
(@ Add Policy

'@' Android Enrollment

& Device List Policy Name Platform Version Linked Groups Create User Update Time Actions
, Test Android 79 M Group use_maojia 2024-08-08 02:14:27 G... @ w
& Device Groups
2 Android 1 R Group ARW 2024-08-05 07:02:39 G...

@ Applications
O3 File Management
f.] Alerts

© System




3.7 Policy

2.Search: Enter the name of the policy in the text box, click to query related

information about the policy.

3.Add: Click the button to add the policy information in three steps, and finally click




3.7 Policy

Steps:

(1) Set the policy name: enter the policy name and description.

Add Policy X
Step Set Policy
* Platform
@ Policy Name
Android

* Policy Name

@ Target Devices

Description

®) Policy Settings

Cancel Next

Interactive

QuC iew




3.7 Policy

(2) Target device group: Select corresponding target device group.

Edit Policy X
Step Target Devices
Please select the target device group(s
@ Policy Name 9 ice group(s)
R Group
@@ M Group

@ Target Devices

Cancel Next

Interactive

QuC iew




3.7 Policy

(3) Set policy: Click the 4 button to add various types of policies, including: Connectivity,
Security, Feature, Ul Configuration, Time & Date, KIOSK Mode, Customize Settings,

Home/Lock Screen Wallpaper, Chrome Blacklist/Whitelist, Permission Manager, and so on.

Edit Policy X
Step Set Policy +
@ Policy Name Name Actions W Connectivity
© Security
Feature
Lock Screen @] @ v
& Time & Date
f0 Lock Screen
Permission Manager @ '@]' El KIOSK Mode
@ Target Devices @, Chrome Blacklist/Whitelist
SITELERIIEER R RIIE U w @ Home/Lock Screen Wallpaper

(® Permission Manager

@ Policy Settings




3.7 Policy

(4) Click the button to finish adding the policy, and return to the main page of

“Policy” , there will be new data added in the data table.

Click the Cancel button to cancel adding the policy and return to the main page of “Policy



3.7 Policy
3.7.1 Connectivity

Connectivity: Including Disable Bluetooth, Disable Bluetooth file transfer and WiFi

Configurat connectivity X

Connectivity

Disable Bluetooth file transfer

Disable Bluetooth (@)
L @)

WiFi Configuration

Save Cancel

(1) Disable Bluetooth: Forbidden to use Bluetooth, and it is also forbidden to manually turn on the feature at the

device end;

(2) Disable Bluetooth file transfer: Forbidden users from using Bluetooth to transfer files;

(3) WiFi Configuration: After the policy is enabled, the Network name, security type and password can be
configured, and the device can automatically connect to the WiFi;



3.7 Policy
3.7.2 Security

Security: Including USB charging only, Disable USB Debugging, Disable NFC sharing, and

Prohibit unknown sources.

Security X

Security

USB charging only
Disable USB Debugging
Disable NFC sharing

Prohibit unknown sources

QuC iew

Interactive



3.7 Policy
3.7.2 Security

(1) USB charging only: After connected to the computer through USB, it can only be used for

charging;

(2) Disable USB Debugging: Disable the USB debugging mode, and it is also forbidden to
manually turn on the feature at the device end;

(3) Disable NFC sharing: Disable the NFC sharing feature, and it is also forbidden to manually

turn on the feature at the device end;

(4) Prohibit unknown sources: Forbidden to install applications from unknown sources, and it is

also forbidden to manually turn on the feature at the device end;



3.7 Policy
3.7.3 Feature

Feature: Including Disable Factory Reset, Disable Cameras, Disable Notification Bar, Disable

Microphone, Disable Airplane Mode, Disable Screen Capture, Disable Location and Disable

Device Volume.

Feature X

>

Feature

Disable Factory Reset

Disable Cameras

Disable Notification bar

Disable Microphone

Save Cancel




3.7 Policy
3.7.3 Feature

(1) Disable Factory Reset: Forbidden to restore the device to factory setting, and it is also forbidden to

manually turn on the feature at the device end;

(2) Disable Cameras: Forbidden to cameras at the device end;

(3) Disable Notification bar: Forbidden to drop-down Notification, and it is also forbidden to manually
turn on the feature at the device end;

(4) Disable Microphone: Forbidden to use the microphone of the device end;

(5) Disable Airplane Mode: Forbidden to the flight mode, and it is also forbidden to manually turn on the
feature at the device end;

(6) Disable Screen Capture: Forbidden to take screenshots at the device end;

(7) Disable Location: Forbidden to obtain positioning of the device end, and it is also forbidden to
manually turn on the feature at the device end;

(8) Disable Device Volume: Forbidden to adjust the volume of the device end;

(9) Disable Brightness Configuration Management: Forbidden to use the Brightness Configuration

Managemen.



3.7 Policy
3.7.4 Time & Date

Time & Date: Including Automatic time zone and Automatic date & time zone. Forbidden to

manually set the date and time zone on the device end.

Time & Date X

Time & Date

Automatic date & time zone




3.7 Policy
3.7.5 Lock Screen

Lock Screen: Contains the logo of the lock screen, prompt messages and emergency calls.
Users can set the company logo, message and customer service number that can display

on the lock-screen;

Lock Screen X

»

@ Set Logo

Please upload jpg/jpeg, gif or png image fil o ‘
e, whose file size limitation is less than 200

Kb. The proposal resolution is 480%120.

2 >

####The device ha *
s been locked, if yo

Message .
u need to unlock it,
@ The default message that appears when th please contact ad
e device is locked, 512 characters limited. min#### v
= p)
Wi-Fi Settings Mobile Data

####The device has been locked, if yo
u need to unlock it, please contact ad

Add customer service number (\ I

® o 86 18833251234




3.7 Policy
3.7.6 KIOSK Mode

KIOSK Mode: Contains single-app KIOSK mode and multi-app KIOSK mode, users can switch
between single-app KIOSK mode and multi-app KIOSK mode.
(1)Single-APP KIOSK Mode: Set an application as home screen and cannot exit by manual.

(2) Multi-APP KIOSK Mode: Combine multiple applications into a dedicated launcher display.

KIOSK Mode X

KIOSK Mode

The KIOSK mode enables you to switch between multi-app KIOSK mode and single-app Kl

OSK mode.
Single-APP KIOSK Mode © Multi-APP KIOSK Mode
APP Name Version Name Actions
Quick Discharge 1.4 a




3.7 Policy
3.7.7 Chrome Blacklist/Whitelist

(1)Chrome Blacklist: Specify the URLs which are to be blocked from being accessed.

Chrome Blacklist/Whitelist X

Type © BlackList Whitelist

Blacklist blocks chrome from accessing the url.

Name URL Actions

No data

QuC iew

Interactive



3.7 Policy
3.7.7 Chrome Blacklist/Whitelist

(2)Chrome Whitelist: enter the URL name and URL, click to complete.

Add URL X

* Name

*URL




3.7 Policy

3.7.8 Home/Lock Screen Wallpaper

Home/Lock Screen Wallpaper: Contains Custom Home Screen Wallpaper and Custom Lock
Screen Wallpaper, users can remotely push the wallpaper to the device through the policy,
and once the policy reaches the target devices, the wallpaper on those devices will get
automatically change to the specified one.

(1) Custom Home Screen Wallpaper: Set the home screen wallpaper of the device;

X

Home/Lock Screen Wallpaper

Custom Home Screen Wallpaper

Vertical Wallpaper Horizontal Wallpaper

Best visuals: < 720%1280 Best visuals: <3840%2160
File size: 350K File size: 4M
(S}upported formats: PNG, JP Supported formats: PNG, JPG




3.7 Policy
3.7.8 Home/Lock Screen Wallpaper

(2 ) Custom Lock Screen Wallpaper: Set the lock screen wallpaper of the device;

Home/Lock Screen Wallpaper X

Custom Lock Screen Wallpaper

Vertical Wallpaper Horizontal Wallpaper

Best visuals: < 720%1280 Best visuals: <3840%2160
File size: 350K File size: 4M
(Ssupported formats: PNG, JP Supported formats: PNG, JPG

v

e
Save Cancel @UC |e\M
Interactive




3.7 Policy
3.7.9 Permission Manager

Permission Manager: Set default permission policy for all applications.

Permission Manager X

Application Permission Manager

Default Permission Policy For All APPs Prompt User

QuC iew

Interactive



3.8 Alerts
3.8.1 Alert List

1. Alert List: In addition to displaying alert information (enterprise, alert name, alert type,

linked groups, update time, actions), you can also perform operations such as modifying or
deleting alert information.

e EasyContr’Ol @& Cloud Service English v 8 S:;lfr)ﬁaojia

Dashboard

ﬂ' Android Enrollment
&

Device List Alert Name Alert Type Alert State Linked Groups Create User Update Time Actions

rom Alert Available ROM Enable R Group use_maojia 2024-08-08 02:49:57 GM... @ @ @

Device Groups
o 1 Available RAM Enable R Group use_maojia 2024-08-05 06:22:34 GM... g w O
Applications -

File Management

Policy

o Q@ O ®

Alerts

©  Alert List

©  Alert Logs

O} System

Interactive

QuC iew




3.8 Alerts
3.8.1 Alert List

2. Search: select the enterprise name, or enter the alert name in the text box, < to query

related information about the alert.
3. Add: Click the button to add alert policy information in four steps, and finally click BEEEE to

complete the creation.

Steps:
(1) Set the alert name and alert type: enter the alert name and select the alert type (available ROM,
available RAM). [, ... .

@ Alert Type * Alert Name

* Alert Type

Available RAM




3.8 Alerts
3.8.1 Alert List

(2)Alert Conditions: corresponding alert conditions can be set for each types of alerts.

® Available ROM: trigger an alert when the available internal storage space of the device is

insufficient for the specified alert value.

Add Alert X
Step Set Alert Condition
@ Alert Type When available ROM of device is
* Less Than
@ Alert Condition 100 MB @

Cancel Next




3.8 Alerts
3.8.1 Alert List

® Available RAM: trigger an alert when the available memory of the device is insufficient for

the specified alert value.

Add Alert X
Step Set Alert Condition
@ Alert Type When available RAM is
* Less Than
@ Alert Condition 100 vB @

Cancel Next

QuC iew

Interactive




3.8 Alerts
3.8.1 Alert List

(3)Alert Rules: Set alert rules, such as: sending alert information to the designated mailbox,

locking the device or sending alert notifications to the device, etc.

Add Alert X
Step Set Alert Rule
@ Alert Type Alert To
* Email

@ Alert Condition /200,

*Multiple email addresses must be separated by semicol
on(;).

Status Bar
@ Alert Rule

Cancel Next




3.8 Alerts
3.8.1 Alert List

(4) Target device group: select the alert policy to apply on the corresponding target device

group.

Add Alert

Step
@ Alert Type

@ Alert Condition

@ Alert Rule

@ Target Devices

Target Devices

Please select the target device group(s)

R Group
M Group

@UC

iew

Interactive




3.8 Alerts
3.8.1 Alert List

(5) Click the button to finish adding the alert and return to the main page of “Alerts” ,
there will be new data added in the data table.

Click the Cancel ytton to cancel adding an alert and return to the main page of “Alerts” .



3.8 Alerts
3.8.2 Alert Logs

Display the related alert log information of the user's linked device.

e EasyContro' L¢ & Cloud Service English v 8 T R
Dashboard
one
ﬁ' Android Enrollment
&3 Device List Device ID Group Alert Type Alert Time
. AHTB240207343B9A00354 R Group Available RAM 2024-08-05 06:17:27 GMT + 0

& Device Groups

AHTB240207343B9A00354 R Group Available RAM 2024-08-05 06:16:04 GMT + 0
@ Applications -

AHTB240207343B9A00354 R Group Available ROM 2024-08-05 06:16:04 GMT + 0
3 File Management -

AHTB240207343B9A00354 R Group Available RAM 2024-08-05 06:15:34 GMT + 0
@ Policy

AHTB240207343B9A00354 R Group Available ROM 2024-08-05 06:15:34 GMT + 0
Q Alerts ~

AHTB240207343B9A00354 R Group Available ROM 2024-08-05 06:15:28 GMT + 0

©  Alert List

AHTB240207343B9A00354 R Group Available RAM 2024-08-05 06:02:48 GMT + 0

AHTB240207343B9A00354 R Group Available RAM 2024-08-05 06:01:45 GMT + 0
® System -

AHTB240207343B9A00354 R Group Available ROM 2024-08-05 06:01:45 GMT + 0

AHTB240207343B9A00354 R Group Available RAM 2024-08-05 05:58:19 GMT + 0

Total 10 10/page [ 1] Goto 1

iew

Interactive




3.9 System
3.9.1 User

(1)User List: In addition to displaying user information (enterprise, account, role, email address,

phone, creation time, etc.), you can also perform operations such as modifying user information,

deleting user information, resetting password, and modifying account status.

: : Hello,
@& Cloud Service English v e use maojia

@ Add User

User Name Role Name Email Phone Status Account Type Create Time Actions
ARW ARW dafa@email.com +12354 Enable Official 2024-08-05 03:33:41 ... @ @I o ©
A Group ARW yf@test.com +1 55663 Enable Trial 2024-08-01 03:08:43 ... @ @ & ©
B Group ARW ace@test.com +12345 Enable Trial 2024-08-01 02:46:49 ... 4 @ B O

QuC iew

Interactive




3.9 System
3.9.1 User

(2) Search: Enter the user name in the text box, cIick to query account related information
(3) Add: Click the button, enter the user name, password, password validity, email, phone, role

and other information, and set the status, click B to complete the creation.

Add User X
Add User X
* User Name * Email -
30 Days us US 1
* Role Name * Account Type
* Password * Confirm
O Trial Official
* User Right App Right
* Password Valid * Phone g PP g
B Group FastCast
30 Days us US 1 A Group
) UC Browser
R Group
* Role Name * Account Type W Group
M Group
© Trial Official
* User Right App Right .
Cancel
Cancel




3.9 System
3.9.1 User

Steps:

DEnter the user ID with a length of 2-50 characters in the "“User Name” input box. The
characters only support numbers, letters, dots, @, -, underscores. (Required)

@ "Password” enter a password with a length of 8-20 characters. It supports mixed
characters of letters, numbers and characters. (Required)

®Enter the correct email address in the “Email” input box. (Required)

@ "Phone” enter the phone number in Arabic numerals, including country code and mobile
phone number. (Optional)

® "“Role” check the corresponding role according to your needs. (Optional)

® Checking "“Disabled” in “Status” means that the user cannot log in.

Checking “Enable” means that the user is enable to log in.



3.9 System
3.9.1 User

@ Checking “Trial” in "Account Type” means that the user account is a trial account.
Checking "Official” means that the user account is an official account.

“User Right” can check the corresponding data right according to the needs.

(Please note, the current account can only assign its direct subordinate groups to the
accounts it creates.)

® Click @S to complete the new operation and return to the main page of “User List” .
There will be new user data added in the data table.

Click cancel to cancel the new operation and return to the main page of “User List" .



3.9 System
3.9.2 Role

Role management can create roles and assign system-related permissions, which can be

applied on sub-accounts.

(1) Role List: Display role information (enterprise, role name, remarks, creation date), and
actions such as modifying roles, deleting roles, and setting function authority.

(2) Search: Enter the role name in the text box and click Search to query role-related

information.

& Cloud Service English v 8 Hello,

use_maojia

@ Add Role

Role Name Remark Create Time Actions

ARW ARW test 2024-08-01 02:44:54 GMT + 0 4 @ ©




3.9 System
3.9.2 Role

(2)Add Role: Click , enter the role name and description, and click B8 to

complete the creation.

Add Role

* Role Name

Remark

@UC

iew

Interactive



3.9 System
3.9.2 Role

Steps:
@ Enter a role name with a length of 2-30 characters in the "“Role Name"” input box, and the
character type is not limited. (Required)
@ The “Remarks” input box can enter remarks with a length of 0-50 characters, and the
character type is not limited. (Optional)
® Click m to complete the new operation and return to the main page of “Role List” .
The new data will be displayed in the table.

Click cancel to cancel the new operation and return to the main page of “Role List” .
@ In the “Role List" , click “Function Authority @ ” to enter the function permission page,

and one or more function authority can be checked according to the needs. (Optional)



Role

3.9 System
3.9.2

® Click to complete the new function authority operation and return to the main

page of “Role List” , the new function authority will be assigned to the role.

of

Click cancel

“Role List"” .

to cancel the new function authority operation and return to the main page

Function Authority

ARW

APP Store

@ Add Android Enterprise App @ Edit APP

® Push APP Download APP

APP Groups

Forbid to use @ Initial Update
® Update Notification Silent Install
Clean Cache ® Remove

@ New Time Fence

Permission Manager

< Dashboard Android Enrollment Device Groups Applications

& Delete APP

Table Settings

Update
@ Silent Uninstall

Time Fence

iew

Interactiv;




3.9 System
3.9.3 Log

In the “System” section under the “Log” option, you can view the operation logs.

(1) Enter the "User Name” and click BEZEIEM to find the operation log history for that user;

(2) The operation logs display the username, actions, and operation time.

e EasyContro| ' & Cloud Service English v e
Dashboard
Server Log
Q‘ Android Enroliment
5D Device List
® Device Groups User Name Actions Time
@ Applications use_maojia APP Groups - Forbid to use has been turn on successfully for FastCast 2024-08-08 02:04:32 GMT + 0
3 File Management use_maojia APP Store - FastCast has been pushed successfully to R Group 2024-08-08 02:00:38 GMT + 0
Policy use_maojia Device Groups - All Group's’s devices have been filtered successfully 2024-08-08 01:58:38 GMT + 0
A Alerts use_maojia APP Store - FastCast has been added in APP Store successfully 2024-08-08 01:51:50 GMT + 0
® System use_maojia Device Groups - M Group's devices have been filtered successfully 2024-08-08 01:31:49 GMT + 0
° User use_maojia Device Groups - All Group's's devices have been filtered successfully 2024-08-08 01:31:47 GMT + 0
o Role use_maojia Device Groups - Reboot command has been sent successfully to AHT... 2024-08-08 00:52:09 GMT + 0
use_maojia Device Groups - Data Sync command has been sent successfully to A... 2024-08-08 00:51:49 GMT + 0
° Marquee use_maojia Device Groups - M Group's devices have been filtered successfully 2024-08-08 00:40:56 GMT + 0
use_maojia Device Groups - All Group's’s devices have been filtered successfully 2024-08-08 00:40:54 GMT + 0
Total 1543 10/page <« 1B : 4+ s & = 1 > Goto 2




3.9 System
3.9.4 Marquee

In the “System” section, under the “Marquee” option, you can set up marquee templates.
Add: Click the
name, position, background color, transparency, font size, content, etc., of the marquee.

button to enter the new marquee template page. You can set the

Add Marquee X

Uploading and publishing content containing illegal and harmful information is strictly prohibited. Violators will ha
ve their accounts restricted and bear corresponding responsibilities.

* Name * Position

Top

* Background Color

#FFFFFF [] 0

* Text Color

* Text Size

16 #000000

sp

iew

Interactiv;



3.9 System
3.9.3 Log

Click on the :=
marquee template.

Name

rr

Position

Middle

Background Color

#FFFFFF

Text Color

#189C2C

Text Size

16

@ Add Marquee

Status Create Time Actions
Enable 2024-07-30 08:41:55 ... =
@ Edit
W Delete
@ Disable
@ Copy
Total 1 10/page [7] Goto 1

@UC

button in the operation column to edit, delete, disable/enable, or copy the

iew

Interactive



4 Thank you\



